Quantum key distribution (QKD) generates symmetric keys between two remote parties, and guarantees the keys not accessible to any third party. Wavelength division multiplexing (WDM) between QKD and classical optical communications by sharing the existing fibre optics infrastructure is highly desired in order to reduce the cost of QKD applications. However, quantum signals are extremely weak and thus easily affected by the spontaneous Raman scattering effect from intensive classical light. Here, by means of wavelength selecting and spectral and temporal filtering, we realize the multiplexing and long distance co-propagation of QKD and Terabit classical coherent optical communication system up to 80km. The data capacity is two orders of magnitude larger than the previous results. Our demonstration verifies the feasibility of QKD and classical communication to share the resources of backbone fibre links, and thus taking the utility of QKD a great step forward.
to simultaneously transmit QKD is 40 Gigabits per second (Gbps) [26, 27] . In fact, from the simulation results of Patel et al. [26] , when quantum signals wavelength is located at C-band (1530 -1565 nm), the maximum bandwidth of data channels achievable was predicted to be 140 Gbps. This is because that as the bandwidth increases, the classical light launch power also increases, resulting in stronger spontaneous Raman scattering noise and linear crosstalk induced by the classical light, which are the main obstacles in WDM integration of QKD and classical optical data channels.
Besides, in previous experiments the classical communication generally used on-off keying (OOK) modulation schemes, which is intensity modulated and detected directly by photodiodes. With this kind of modulation, a bit rate of 1 Gbps typically corresponds to a launch power of 0 dBm (1 mW). As the bit rate is basically proportional to the launch power, 1 Tbps OOK data communication would require 30-dBm classical light, which will result in the unacceptably severe Raman scattering noise. Fortunately, the Tbps classical data channels are currently implemented by coherent optical communication combined with M-ary quadrature amplitude modulation (QAM) formats. By using 16-QAM and 64-QAM in our experiment, the classical optical power is about 10 dBm at Tbps level, which provides the possibility of QKD multiplexing. We note that high-order QAMs require higher optical signal to noise ratios (OSNR) than OOK modulations. The low launch power will lead to a worse OSNR while the high launch power will result in severe fibre nonlinear distortions that deteriorate the signal quality. Therefore, for a specific transmission distance, there exists an optimum launch power as a trade-off to balance the influence of noise and nonlinear interference.
There are some points of consideration when multiplexing QKD with such a high capacity classical optical communication. Firstly, we need to suppress the in-band noise that has the same wavelength as our quantum signals, which comes from the background fluorescence of the classical light source and the amplified spontaneous emission noise generated from erbium-doped fibre amplifiers (EDFA). Secondly, we require a high degree of isolation to reduce the out-of-band noise, which corresponds to the probability of classical light being detected by the single-photon detectors at the QKD receiver site. These two kinds of noise are proportional to the incident light power and generally referred to as the linear crosstalk. In fact, the main challenge of WDM comes from the spontaneous Raman scattering effect from the intensive classical light [28] [29] [30] [31] .
Here, we show that through wavelength selection and sharp optical filtering, the multiplexing between QKD and Terabit classical data channels can be successfully achieved. Such coexistence leverages the existing backbone fibre cables, realizing large cost savings potentials over deploying dedicated quantum links.
II. RAMAN NOISE AND SECURE KEY RATES
AT 1550.12 nm AND 1310 nm
In order to quantify the impact of Raman scattering on QKD, we first need to determine the classical signal wavelength λ c and quantum signal wavelength λ q . The commercial dense WDM (DWDM) technology usually uses the C-band with relatively low fibre loss. Note that EDFAs are generally necessary to compensate for the fibre link attenuation. In contrast, the quantum signals cannot be amplified in principle because of the no-cloning theorem [32, 33] . Therefore, in previous point-to-point WDM experiments, λ c was usually chosen in the C-band, while λ q was also located at C-band because of its low fibre loss [34] [35] [36] [37] [38] , or at the O-band (1260 -1360 nm) because of its low Raman noise [17, 18, 39, 40] . Hence, we need to consider the two factors together to determine the appropriate quantum signal wavelength in different classical optical communication environments.
We measure the forward Raman scattering noises, which transmit in the same direction as the incident light, at both 1550.12 nm and 1310 nm using an InGaAs avalanche photodiode (APD) based single-photon detector, operating at 1.25 GHz with a 180-ps full width at half maximum (FWHM) gate width. Figure 1 shows the count rate of Raman noise generated from a continuous wave laser source tuned from 1530 nm to 1570 nm and launched with a power level of 6 dBm. We note that in the λ q =1550.12 nm configuration, the QKD receiver used a 20-GHz fibre Bragg gating (FBG) to filter the Raman noise, which induces an extra loss of 3.2 dB. While in the λ q =1310 nm configuration, a bandpass filter with center wavelength of 1310.0 nm, passband width of 100 GHz, and insertion loss of 0.5 dB was used. Consequently, the Raman noise at 1550.12 nm strongly depends on the incident light wavelength, which has a count rate of 440.4 kilo counts per second (kcps) on average between 1550.12 ± 3 nm, and two times more counts beyond 1550.12 ± 10 nm. Moreover, Fig. 1 shows the intensity of the antiStokes scattering slightly weaker than that of the Stokes scattering. Meanwhile, the averaged noise count rate at 1310 nm is 6.2 kcps, and decreases slightly with the increasing classical signal wavelength. We can see that although the received bandwidth of 1550.12 nm is 1/5 of that of 1310 nm, the Raman noise at 1550.12 nm is approximately two orders of magnitude higher than that of 1310 nm. Nevertheless, typical fibre attenuation at 1310 nm is 0.33 dB/km, which is larger than the loss of 0.2 dB/km at 1550.12 nm. In order to compare the secure key rates of the two quantum signal wavelengths, we consider a scenario of QKD co-propagating with classical channels in a 50 km fibre, and simulate the key rate as a function of classical launch power as shown in Fig. 2 . The Raman scattering coefficient we used is obtained from the measured data of Raman noise in Fig. 1 , and the QKD key rate simulation follows the decoy method [41] . One can see that the key rate corresponding to λ q =1550.12 nm is higher than that of 1310 nm when the classical launch power is less than -0.76 dBm, because the Raman noise for both cases is small at low classical launch power, while 1550.12 nm has the advantage of low fibre loss.
As the optical launch power increases, the disturbance from Raman noise becomes evident that it deteriorates quantum signals of 1550.12 nm much more severely than that of 1310 nm, thus resulting in its rapid key rate decline. When the launch power reaches -0.76 dBm, the key rates of both wavelengths are the same, and afterwards 1310 nm quantum signals display more advantage from the low level of Raman noise at 1310 nm. In addition, as we can see, when the power is greater than 2.0 dBm, 1550.12 nm could not generate any secure keys while 1310 nm could still performs well up to a power level of about 10 dBm, which corresponds to the Tbps level of classical communication. Similar results could be obtained for the QKD counter-propagation scenario. Consequently, we choose 1310 nm as the wavelength of quantum signals in our experiment, which not only allows one to achieve higher degrees of isolation in suppressing the linear crosstalk through low-cost coarse wavelength division multiplexer (CWDM), but also avoid nonlinear four-wave mixing (FWM) effects when multiple C-band classical channels are used, which may produce additional noise to a 1550.12-nm quantum channel [20, 35] .
III. CO-PROPAGATION OF QKD AND FOUR
64-QAM CLASSICAL CHANNELS Figure 3 shows the experimental setup. Classical communication includes multiple DWDM channels within the C-band with wavelengths λ 1 , λ 2 , . . . , λ 2n−1 , λ 2n . Meanwhile, our QKD system employs polarization encoding based BB84 protocol [1] and the decoy state method against photon-number-splitting (PNS) attacks [41] [42] [43] [44] . The clock synchronization between the QKD transmitter and receiver (referred to as Alice and Bob) is achieved with 100 kHz optical pulses at wavelength of 1570 nm. The classical, the quantum, and the synchronization channels are multiplexed and de-multiplexed using CWDMs to transmit over a single standard singlemode fibre. The CWDMs provide about 83-dB suppression of the in-band noise in the multiplexing and >180 dB isolation between the classical and the quantum channels in the de-multiplexing, which is sufficient to reduce the linear crosstalk to a negligible level. Before the detection of quantum signals, we use a custom-made 1310-nm bandpass filter with a bandwidth of 100 GHz, to diminish the Raman noise down to about 1/24 of that passes through the de-multiplexing CWDMs. The single-photon detectors can also effectively reduce the Raman noise in time domain through narrow gate widths.
In the first set of experiments, the classical optical communication system consists of 4 channels modulated with 64-QAM format. The channel spacing is 50 GHz with wavelengths ranging from 1549.1 to 1550.3 nm (the optical spectrum is shown as Supplementary Fig. 1 ). The bit rate of each channel is 336 Gbps, and thus the total gross data capacity is 1.344 Tbps. The co-and counter-propagating WDM layouts each induce a total loss of about 1.6 dB to classical channels (see Supplementary Fig. 2 and Fig. 3 ). Figure 4 shows the measured classical bit error rate (BER) and Raman noise as functions of classical launch power after 50 km standard single-mode fibre (SSMF) transmission, with QKD copropagating with classical channels in a WDM way. One can see that the classical BER is slightly higher with QKD than that of without, due to the additional attenuation induced by QKD multiplexing. The BER has a minimum value at 4-dBm launch power. As the power increases, the nonlinear distortions will degrade the signal quality and thus increase the BER. In addition, as shown in Fig. 4 , the amount of Raman noise generated from the classical signal at 1310 nm is proportional to the incident light power, indicating that the spontaneous Raman scattering is a linear effect.
Figure 5(a) shows the Raman noise and the classical BER measured at different fibre distances in the WDM environment. Both the forward and the backward Raman noises are measured at 4-dBm launch power. As the transmission distance increases, the forward Raman noise first increases and then decreases, while the backward Raman noise increases gradually until saturation. Also, the backward noise count is much higher than the forward noise, which is consistent with theoretical calculations. It should be noted that, for classical communication forward error correction (FEC) is usually adopted, which can correct a pre-FEC BER of 0.45% or 2.4% to a level of 10 −15 or less by adding hard-or soft-decision FEC with 7% or 20% overhead, respectively [45, 46] .
Since Tbps communication is generally deployed in optical trunk links, we demonstrate the co-propagation of QKD and the four classical data channels at moderately longer distances. Figure 5(b) shows the QKD secure key rate and quantum bit error rate (QBER) in this scenario. The QKD secure key rate after 50 km transmission is 18.7 kbps, and the classical launch power is kept at 4 dBm from 50 km to 70 km with the BER below 2.4% (see Supplementary Fig. 4 ). The maximum distance we achieved is 80 km with a fibre loss of 27.1 dB at 1310 nm, and the secure key rate is 1.2 kbps and QBER is 3.1%. For 80 km co-propagation, we have to increase the optical power of the classical channels to 8 dBm in order to ensure its BER to be below 2.4% (2.14% in the experimental measurement, see Supplementary Fig. 5 ). Considering the soft-decision FEC with 20% redundancy and frame overhead, the net bit rate of the classical communi- cation is actually 1.07 Tbps. In the counter-propagating case, QKD suffers from much stronger backward Raman scattering. From Fig. 5(a) one can see that the backward Raman noise count at 50 km is 3.2 times more than its forward noise, resulting in QBER of 1.98%, and key rate of 17.7 kbps. The maximum distance we achieved in the counter-propagating case is 70 km with QBER at 2.62% and key rate of 3.7 kbps, where we have increased the classical launch power to 5 dBm with a measured BER of 2.18% ( <2.4%), and the net bit rate of the classical channels is still 1.07 Tbps.
IV. CO-PROPAGATION OF QKD AND 32 16-QAM CLASSICAL CHANNELS
In the second set of experiments, we build up a classical optical communication system consisting of 32 channels modulated with a 16-QAM format. The channel spacing is 100 GHz with wavelengths ranging from 1535.7 to 1559.7 nm, and the optical spectrum is shown as Fig. 6 . The bit rate of each channel is 224 Gbps, thus the total gross bandwidth amounts to 7.168 Tbps. The WDM layouts introduce about 2-dB loss to the classical channels (see Supplementary Fig. 6 and Fig. 7) . We successfully implement the WDM of QKD and classical communication at different fibre distances for both co-and counterpropagating cases. In Table I we list the measured results of 50 km and the maximum distance achievable.
We have measured that the optimal launch power for 50 km transmission is around 11 dBm (see Supplementary Fig. 8) . We obtain the classical BER to be below 0.45% when fibre distance is less than or equal to 70 km (see Supplementary Fig. 9 ), so we can perform error correction by adding 7% overhead, therefore the effective throughput of classical channels reaches 6.38 Tbps, improving two orders of magnitude compared with previous results [26, 27] . We achieve maximum transmission distances of 80 km and 60 km in the co-and counterpropagating cases, respectively.
V. CONCLUTION
In our experiments, the WDM optical arrangements follow the principle of guaranteeing sufficient isolation of linear crosstalk, while using as few filters as possible, so as to reduce optical loss and cost. WDM filters generally have three ports: a common-port, a pass-port, and a reflect-port. We find that the pass-ports have much higher isolation than the reflect-ports. For instance, the pass-ports of 1550-nm (1310-nm) CWDMs have about 83-dB (90-dB) isolation to the light with wavelength 1310 nm (1550 nm), while the reflect-ports have an isolation of only about 20 dB for the filter center wavelength. Therefore, we use one 1550-nm CWDM to suppress the inband noise, and two cascaded 1310-nm CWDMs to suppress the out-band noise. In addition, the second set of experiments have similar arrangements except that the 1550-nm CWDMs are replaced by 1550-nm filter-based wavelength division multiplexers (FWDMs), which have wider passband to accommodate all 32 channels.
For wavelength division multiplexing the main challenges of suppressing linear crosstalk and reducing Raman noise are irrelevant to the implemented QKD protocol and encoding format. Therefore, although we adopt BB84 protocol with polarization encoding in our experiment, the wavelength division multiplexing principle and methods we propose are adaptive to other QKD protocols, like differential phase shift QKD and measurement device independent QKD, and other encoding formats, like phase and time-bin encoding. Furthermore, our methods may also be used by continuous variable QKD or other kinds of quantum communications when they co-propagate with classical data channels over opti- FIG. 6 . The spectrum of 32 classical data channels and QKD clock synchronous channel, which is measured back-to-back (BTB) and after transmission over 80 km standard single mode fibre. One can see the obvious amplified spontaneous emission (ASE) generated from the erbium-doped fibre amplifier (EDFA) which should be suppress in advance to reduce the crosstalk.
cal fibre.
The secure key rate and transmission distance are two important parameters of QKD, and are related to the performance of single-photon detectors and parameter estimation process. In our experiment, we use semiconductor APD based detectors, but currently the superconducting nanowire single-photon detectors (SNSPDs) have better performances with detection efficiency of >70% and dark count rate of <100 counts per second. Therefore, if the detector of our QKD system upgrades to SNSPD, the secure key rates and transmission distances of QKD will improve drastically. In addition, the finite key length we use to estimate parameters is 1 × 10 6 . By increasing the statistical length we can obtain tighter parameter estimation, which would result in higher secure key rate and longer transmission distance.
In conclusion, we analyze the suitable wavelength for QKD transmission when multiplexed with C-band classical optical communication, and find that compared with 1550.12 nm, 1310 nm quantum signals are more adaptable in a Tbps classical data transmission environment with about 10-dBm launch power. Under this wavelength allocation, we have achieved more sufficient crosstalk isolation against classical channels using low-cost CWDMs. In addition, we have reduced the Raman noise through 100-GHz passband filters and single photon detectors with 180 ps gate width. Consequently, we demonstrate the wavelength division multiplexing of QKD with 16-QAM/64-QAM coherent optical communication, with a maximum throughput of 6.38 Tbps and a maximum transmission distance of 80 km, which is the typical span distance in classical communications. We note that although the secure key rate at 80 km is relatively low, the key rate at 50 km is still enough for voice and text encryption using one-time pad, and through using SNSPDs or trusted relays we can realize farther key distributions. Due to the high capacity of coherent optical communication, it will be a mainstream in future and may be applied in metropolitan and access networks, and thus QKD can be deployed in more classical optical communication environments and provide high security applications at low costs. In our experiments, the classical communication subsystem conveys multichannel WDM optical signals with digital Nyquist pulse shaping. The high order modulation formats such as 16-/64-QAM are adopted. We build two sets of transmitters and carry out transmission experiments of Terabit Nyquist polarization division multiplexing (PDM) 16/64-QAM signals (see Supplementary Methods). In our experiments, the arbitrary waveform generators (Keysight M8195A) operating at 56 GSample/s with 2-point DAC up-sampling generate baseband signals of 28 Gbaud. The digital RRC filters with a rolloff factor of 0.1 are chosen for Nyquist pulse shaping. We digitized and recorded the received data with a real-time oscilloscope (Keysight DSA-X 96204Q) for offline digital signal processing and signal quality evaluation. In the data frame of PDM Nyquist pulse shaping signal, the preamble of each polarization consist of synchronization and training sequences with a total length of 4696 symbols, which is followed by 102400 data symbols. Two pilot symbols are inserted in every 512 data symbols for carrier phase recovery. The data frame and the DSP diagrams of the transmitter and the receiver are detailed in Supplementary Fig. 11 and Fig. 12 .
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The bit error rate is used to signal quality evaluation. For each measurement, we record a total of ∼ 10 6 data symbols, that is, we evaluate ∼ 4 × 10 6 received bits for 16-QAM signal and ∼ 6 × 10 6 received bits for 64-QAM signal. To determine the BER, we perform the error counting by comparing the decoded symbols with the known bit sequence.
In our experiment, two raw BER criterions of 4.5×10
and 2.4 × 10 −2 are adopted, which are the respective thresholds for error-free transmission when secondgeneration hard-decision FEC with 7% overhead [45] or soft-decision FEC with 20% overhead are used [46] . If the FEC works properly, the corrected output BER is less than 1 × 10 −15 , which can be considered as error-free transmission.
Appendix B: Quantum key distribution subsystem Our QKD system operates at 625 MHz using polarization encoding. Alice encode the information using weak coherent laser sources and Bob detects the signals with InGaAs APD based single-photon detectors. The detectors work at gated mode with detection efficiency of 10% and dark count rate of 1 × 10 −6 per clock cycle. To reduce the probability of afterpulsing, we set the dead time of detectors to 200 ns. In addition, we implement the decoy-state method to protect the system from potential photon-number-splitting attacks. Alice launches the signal states, decoy states, and vacuum states with a probability ratio of 6:1:1, and the average photon numbers of signal and decoy states are 0.6 and 0.2, respectively. We note that the vacuum state is also a kind of decoy state.
In the simulation, we estimate the single-photon parameters and calculate the QBER and secure key rate following the decoy state approach [41, 47] . The quantum bit error rate (QBER) is given by
where Q µ and Y 0 are the probabilities of an detection event given Alice emits a signal state and a vacuum state, respectively, e opt is the probability that a photon hit the erroneous detector due to finite polarization contrast, which is about 0.5% for our system, and is the overall transmittance, including fibre loss, 3-dB loss of Bob's optical components, and the 10% detection efficiency of single-photon detectors. In our experiment, the Y 0 contains two kinds of noise, including the dark count and afterpulsing of detectors, and the spontaneous Raman scattering from classical light. Meanwhile, the secure key rate per clock cycle is given by
where q is the probability of Alice emits signal states and Alice and Bob choose the same bases, f is the inefficiency of error correction which is about 1.25, e 1 is the estimated error rate of single-photon states, and Q 1 and Q 0 are the fractions of detection events by Bob that is due to the single-photon and vacuum ingredients of signal states, respectively. H 2 (x) = −xlog 2 (x) − (1 − x)log 2 (1 − x) is the binary entropy function. The data block size we used to estimate parameters is 1 × 10 6 , and we consider the statistical fluctuations of 5 standard derivations. In the experiment, we implement the entire QKD postprocessing [48] based on hardware, including message authentication with pre-shared symmetric keys, error correction with a cascade algorithm [49] , error verification with a cyclic redundancy check (CRC), and privacy amplification with a Toeplitz matrix [50] .
